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We all know that the bad guys are getting more sophisticated and determined to 
invade business networks. The first week of 2013 started out with a bang: a series of 
well-publicized Java exploits, watering hole campaigns, and denial of service attacks 
– and that was just business as usual for the modern cyber-crook. 
 
Enterprise network managers have to fight these exploits with better tools, and one 
ray of hope is a new context-aware firewall from Cisco called ASA CX. This includes 
more sophisticated software that fights on three fronts: Web-based protection using 
reputation scoring and URL filtering for zero-day malware, next generation firewall 
software that is application-, user- and device-aware, and integration with endpoint 
device control for better end-to-end network protection.  
 
There are several components of ASA CX, including: 

 A new hardware platform called the ASA-5500-X, which can support a 
variety of subscription software modules, 

 A new Web-based management interface for both a single device and a 
collection of them called Cisco Prime Security Manager, 

 Integration with  Cisco AnyConnect Secure Mobility (which I didn't test), 
 Integration with Cisco's Security Intelligence and Operations (SIO) 

reputation insight and data collection process.  
 
I tested one of their midrange ASA-5525-X devices during January at Cisco's offices, 
with assistance from their product team to set up advanced features and to better 
understand the product. I used a combination of Windows and Mac clients along 
with some synthetic traffic generators for throughput tests. While I did not do a 
comprehensive test all of the above features, I can see that ASA CX represents a 
major step forward for Cisco and an important tool for today's network protection. 
 
Cisco Prime Security Manager 
 
Cisco had two tired graphical management interfaces called ASDM and the Security 
Manager. Both were complex jumbles and not very useful, let alone anywhere near 
state-of-the-art. The new Prime Security Manager software is a major step forward 
and very competitive in terms of usability, features, and controls. Since this is where 
any IT manager is going to spend the lion's share of time, let's begin by looking at 
what it offers.   
 
First is its clean dashboard that offers the ability to drill down into analyzing 
network events, examining particular user traffic flows, and summarizing major 
Web destinations. Everything is clickable, and menus are fairly self-evident and 
clearly labeled. You can quickly discover what is happening on your network and act 
on what you see. I thought the layouts of the controls and menus were very clear. 
 
 
 

http://www.eweek.com/security/java-exploit-added-to-crimeware-kits-soon-after-discovery/
https://blog.avast.com/2013/01/15/watering-hole-attacks-continue-with-a-twist/
http://www.incapsula.com/the-incapsula-blog/item/603-cyber-attack-us-banks
http://www.cisco.com/en/US/products/ps6120/index.html
http://www.cisco.com/en/US/products/ps12635/index.html
http://www.cisco.com/en/US/netsol/ns1049/index.html
http://tools.cisco.com/security/center/home.x
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Second and related to the dashboard is its reporting features. Gone are the days 
when event viewers were the only tools that a security professional could use, and 
you had to page through reams of text-heavy log dumps. Cisco has done a nice job 
with integrating actionable and very graphical reports as part of its Prime Security 
Manager interface (as seen below), where you can drill down from the main 
dashboard on a user-by-user basis, as well as examine particular applications or 
destinations, and get deeper into the malicious incident reports too.  
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Cisco could have taken its reporting a step further, as McAfee has done with its 
Firewall Profiler application that represents traffic flows on a grid with bubbles that 
indicate the volume of events and firewall actions between a source (who) and a 
destination (where). The bigger the bubble means the more traffic. The darker the 
dot the more dominant the ratio. Sadly, (maybe not for Cisco!) the Profiler product 
is no longer on the market. 
 
Third is the ability to have tremendous application awareness. Other firewalls 
can either block or allow all traffic on particular ports or using specific protocols, 
but that isn't good enough for today's networks. Given that port 80 has become the 
great dumping ground for most corporate SaaS applications, network managers 
need better tools that can understand how particular applications behave and how 
to control them.  
 
The ASA CX software does this quite nicely, by having two important innovations: 
first is a huge applications portfolio. There are more than a thousand applications 
that are recognized by ASA CX, making it easy to set up a specific blocking rule in a 
matter of minutes. These come already part of the product, so you don't have to 
figure out a particular app's behavioral characteristics, or try to cobble together a 
firewall rule that will work properly to allow or deny it across your network.  
 
Included in this collection of application profiles are ones for protection against 
peer-to-peer and file sharing networks that are particularly vexing since they 
typically include port-hopping behaviors that try to elude firewalls. Many of Cisco's 
competitors have included protection with app-specific behavior for some time, but 
it is nice to see the ease that you can set up your profile with just a few mouse clicks. 
 
Let's take a typical scenario. No one wants to block Facebook completely as it can 
have some big business benefits, and besides, most of us do want to check in with 

http://webinformant.tv/profiler2.html
http://webinformant.tv/profiler2.html
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our social network at some time during the workday. But a network manager has to 
balance the convenience of social networks with some very real potential threats.  
 
One way around a total ban on Facebook is to be more discrete over its operations, 
and allow some activities while preventing others that carry more risk. Just for 
Facebook alone Cisco includes more than a dozen different applications profiles for 
such activities as games, messaging, photos, sports and other kinds of activities.  
 

 
 
While McAfee and Palo Alto Networks have similar collections of specific 
applications profiles, ASA CX goes a step further by having built-in additions to 
control the behavior relevant to each profile. So for example, we could set up a 
scenario where a user could view a photo, tag it but not upload any new photos to 
their Wall. That is a nice touch, and moreover it is done with just a few mouse clicks 
and moving a couple of slider controls too as shown in the screencap below. 
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Next, running encrypted traffic through firewalls of the past used to be an issue, but 
not for ASA CX. As an example of its sophistication, I set up a rule to decrypt and 
examine all packets except keeping any financial institutions traffic private and 
secure. There are lots of other examples where mixing and matching encrypted and 
decrypted traffic could be easily handled. 
 
Finally, ASA CX comes with the concept of objects to make rule and policy creation 
very powerful. Almost anything can become an object, and you can create two 
policies (as shown below) where as an example anyone on an iPad can view 
Salesforce data, but anyone on Android devices cannot. This makes the product very 
flexible without having to write tedious firewall rules and keep track of rule syntax 
and ordering, as was required on earlier firewalls. 
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Global Reputation Management 
 
SIO is the next step in the global reputation management system that had its origins 
in the Ironport/Senderbase product line years ago.  Information is collected from 
actual Cisco customer networks around the world to serve as an early warning 
system when new exploits are first observed. As the virus writers become more 
creative and customize their code to run on just one or two computers, these sensor 
networks are becoming a necessary piece in the protective puzzle. A number of 
other vendors have these sorts of operations -- including BlueCoat, Network Box, 
WebSense, Symantec and others. But Cisco has arguably the widest global customer 
reach and has done a nice job integrating this research into the firewall itself. SIO 
also includes intelligence from a wide variety of Cisco gear, including its IPS, its Web 
Security Appliance, and other products. Each policy has a separate line for choosing 
a custom reputation scoring rubric, which is accomplished by adjusting the slider 
control as shown below. 

 
 
Downsides 
 
No product is perfect, and I saw the following issues with ASA CX: 
 
One drawback is that Cisco is still in transition with managing all of its firewall 
features, and the Prime Security Manager interface is just for ASA CX for now. For 
the remaining ASA firewall operations, you still have to use either a command line 
or Cisco Security Manager. That is somewhat cumbersome, and I ran into a bug with 
one of the ASA CX devices because of a misplaced debugging command line 
parameter that took some effort to track down. 
 
Another issue to keep in mind is that ASA CX features add about a 30 percent 
processing overhead to the Cisco ASA. This is based on a throughput test I ran on 
one of the midrange devices (the ASA-5525-X) using the BreakingPoint Storm 
application traffic simulator, where I saw about 700 Mb/s throughput compared to 
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the published specs of 1 Gb/s for normal operations without CX activated. Cisco’s 
spec sheets stated a 35% overhead for the CX processing, so this is better than 
expected. This may mean that for networks with higher traffic loads, you may end 
up buying a more expensive box to handle the CX overhead. Of course, this result is 
based on the particular mix of synthetic traffic that was chosen, so the results could 
vary.  

 
 
One issue that I had is that while you can manually adjust the sensitivity for the 
reputation scoring system, the documentation for the numerical settings is 
somewhat obscure, mentioned on this Web page. Ideally, Cisco should include this 
information right in the Prime Security Manager interface to help users better 
understand what the implications of each setting in terms of traffic acceptance or 
rejection will be. 
 
Next, the ideal situation would be for a customer to have both the ASA CX features 
along with Cisco's IPS present in the same device. This is currently not available in 
Cisco's product line, meaning that a customer has to purchase two separate 
appliances to protect their network. Supposedly, Cisco is working on integrating the 
two lines in the future. 
 
Finally, there is the usual Cisco pricing issue. The ASA CX product line comes in 
many different SKUs depending on the features that you desire, the hardware to 
match your traffic loads, and other variables. That can be initially confusing and will 
take some effort to sort out, although things are improving as Cisco adopts more 
licensing-friendly pricing routines on more of its product lines. The price of the 
model we tested was $13,500, including hardware and software subscriptions.  
 

http://www.cisco.com/en/US/docs/security/asacx/9.1/user/guide/b_User_Guide_for_ASA_CX_and_PRSM_9_1_chapter_01000.html#reference_C787B9BC157A4A528D5993C3DC329319
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Summary 
 
Nonetheless, these issues are minor and overall Cisco has done a superior job at its 
next generation of firewall technology. The user interface of the Prime Security 
Manager is, well, prime and one of the best pieces of software I have seen from 
them, and the features are on par if not better than what their competitors offer. 
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This written review is a companion to a video screencast where you can see many of 
these features in action here: 
http://webinformant.tv/cisco-asa.html 


